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ISPs, universities, large enterprises, government agencies, and large data centers generate
millions of events everyday. They require high performance log storage and near instantaneous
query results to analyze an explosion of data generated by today’s Next Generation Firewalls.
Hillstone's Security Audit Platform(HSA) transforms log data into security intelligence with
split-second searches that provide instant visibility into billions of log records. Hillstone's
Security Audit Platform collects and collates NAT, Threat, URL and Session logs and provides
granular search capabilities that provide real-time visibility into network traffic.
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Hillstone’s Security Audit Platform supports Session logs,

NAT logs, PBR logs, SLB logs in both IPv4 and IPv6 format.

It gradually achieves a smooth transition from IPv4 to IPv6.

important aspect to log retention. Hillstone's Security Audit
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performance binary protocol that can receive up to 270,000
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Features

Device Monitoring Log Backup
Device KPI monitoring .
- Statistics of log storage usage
- Statistics of the receiving trend for different log types and different devices
+ Client device(log sender) status monitoring
+ Customized monitoring
Hard disk health status and RAID status monitoring

Importing/ exporting of logs
Log forwarding

FTP& SFTP settings

Log backup and cleanup

Report Management
Built-in multiple report templates

+ Support periodic reports with customized granularities
Customizable report
HTML, PDF and WORD format report files

Log Management
+ Support NAT, Session, URL, mail, IM on/offline and threat prevention log
+ Support IPv6 NAT, Session, PBR, SLB log
-+ Canimport and analyze Windows logs, Syslogs from third-party devices
Multi-condition combination searches
Log aggregation
+ Support log transmission via SSL
+ Support search conditions save
+ Support background search tasks
Distributed queries for multi-devices
Extensible NFS servers for log storage
Uploading of syslog parse template

System Management
+ Trusted host settings
Distributed search settings
Role-based management: administrator, operator and auditor
Daylight Saving Time Zone settings
+ Auto disk cleanup
NFS support
HTTP access to the configuration
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Specifications
HSA-30D HSA-10D HSA-4D
NAT: 270,000EPS NAT: 100,000EPS NAT: 50,000 EPS
Performance Syslog: 60,000EPS Syslog: 15,000EPS Syslog: 7,000 EPS
Storage NAT log: 180 days for 40G link NAT log: 180 days for 8G link NAT Log: 180 days for 2G link
HDD 128 TB 16TB 4TB
Fixed 1/0 Ports 4 x GE 4 x GE 2x GE
RAID Levels RAID 50 RAID 5 RAID O
Power Supply 750W, Dual 495W, Dual 250W, Single
Form Factor 2U 2U U
VHSA-2
vCPU Minimum 4 Core
Memory Minimum 4 GB
Recommend Disk 200GB 2TB

Log Storage NAT log: 180 Days for 1G link
Performance NAT: 30,000 EPS, Syslog: 4,000 EPS
Hypervisor Support VMware ESXi 5.1/5.5/6.0, VMware Workstation 12 or later version, Linux KVM, Citrix XenServer 7.2.0 or later version
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